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“The majority (86%)
of respondents to
Deloitte’s Sixth
Annual Global
Financial Services
Industry Security
Survey confirm that
human error is the
leading cause of in-
formation systems

failure.”

Deloitte Touche Tohmatsu
Sixth Annual Global
Financial Services Industry

Security Survey
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Large European Financial Institution Keeps Customer
Data Safe with Code Green Networks TrueDLP and
Blue Coat ProxySG

Company Profile: A top 20 global financial institution that provides banking,
investments, life insurance services and retirement services to meet the needs of
a broad customer base.

Industry: Financial Services / Bank

Overview: With an extensive data classification system in place, the wholesale
banking business line, of this leading financial institution had extensive knowledge
on what data they wanted to protect. Their next logical step was to discover where
the data was being stored (desktops/servers), how the data was being used, and
understand what workflows were in place that could put the company at risk for a
security breach.

The Solution: Simplicity and reliability were key components in choosing the data loss
prevention (DLP) solution. They wanted a solution that would not require an army of
IT administrators or security experts to install and manage. In addition, they wanted to
enhance their security by preventing access to malicious and inappropriate sites.

The organization deployed three Code Green Networks Cl-1500 Content Inspection
appliances along with a supporting Blue Coat Systems ProxySG appliance. In just hours,
the organization was monitoring network traffic and scanning a multi-terabyte storage
area network (SAN) for confidential customer data. After just a few weeks of passive
monitoring and refining their security policies the system began to block level-one
documents from leaving their network.

The Benefits:

«  Secure communications with business partners, agents, and brokers

«  Validate and refine the current controls on sensitive financial data

«  Protect customer account information from being posted on Web 2.0
sites

«  Protect customer mortgage documents from being sent out
unsecured

About Code Green Networks

Code Green Networks delivers data loss prevention solutions that protect private employee

and customer information and safeguard intellectual property across all electronic communi-
cations channels. The company’s easy-to-deploy, easy-to-manage content inspection appliances
rapidly detect and prevent potential data leaks, helping organizations automate compliance and
mitigate risks from internal breaches that can result in loss of revenue, financial penalties and
irreparable damage to a corporation’s image, brand and customer loyalty.



