Network DLP

The next step in DLP is to understand where data resides, how it can leave, and
what controls can be added to automate enforcement, says Nathan Ouellette.

or many, data protection
F seems to be a much higher

priority these days as the
value of data continues to outpace
all other business-related assets.
Whether the motivation is to pro-
tect trade secrets, safeguard person-
ally identifiable information, or
even avoid a regulatory fine, secu-

TrueDLP

rity stakeholders and vendors alike
are recognizing the growing interest
in data leakage prevention (DLP).
More importantly, stakeholders are
interested in how to prevent data
from leaving the environment and
ensuring that policies governing the
access and control over the data are

enforced properly.
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TrueDLP is an all-in-one net-

work DLP appliance, which
provides network monitoring, email
protection, web protection and a
discovery scanner for
detecting and handling
confidential data. The

solution comes in three
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appliance sizes, which handle 250,
5,000 and 25,000 users respectively.
Initial configuration of the appli-
ance was very easy. The dashboard
for the web-based interface was
organized very well and we were
able to navigate through the various
components without any problems
at all. All of the information is logi-
cally organized and some of the mon-
itoring tabs and indicators are very
intuitive. The typical deployment
types are found here as well — inte-
gration with third-party SMTP serv-

ers, web proxies and also network
monitoring through a SPAN/mirror
port. From a performance perspec-
tive, the appliance is available in
three models and can be deployed in
various roles, depending on the size
of the organization. Some appliances
can be configured to collect data and
forward it to a downstream console
appliance.

Overall, we were impressed
with the scalable and flexible
performance of the tool and the
all-inclusive nature of the solution
itself. Not having to worry about
multiple modules and licenses is
a good thing. Policy creation and
integration with Active Directory,
events, reporting, dashboard views
and other enterprise-class features
are available as well. A point of inter-
est is that TrueDLP comes with a
built-in discovery scanner within the
appliance itself.

The documentation was good.
Available directly on the appli-
ance, the content does a good job

The market for DLP has grown as
vendors and stakeholders sort out
the priorities for endpoint- and net-
work-based protection. The main
systems responsible for outbound
network traffic and subsequently the
potential exposure of sensitive data
are still the primary communications
technologies: email and web.

of balancing detail and overview
information.

Pricing is based on the model pur-
chased, which scales along with the
number of users. The model we test-
ed was labeled as having a purchase
price of $9,990. Basic 10-hours-a-
day/five-days-a-week email, web and
phone support is available for 18
percent of the purchase price, and a
24/7 package is available for 28 per-
cent. Additional warranties and on-
site response packages are available.
The Code Green Networks site has a

customer portal available as well.

SC MAGAZINE RATING

Features 2. 8.2.8.8 ¢
Performance 2.8.8.8 8 ¢
Ease of use 2.8.2.8.8 ¢
Documentation 2. 8.2.8.8 ¢
Support 0.2.2.8 8 ¢

Value for money 2.2.2.8.8 ¢

OVERALLRATING %k k%%

Strengths All-in-one appliance which
includes all the necessary network DLP
features.

Weaknesses None that we could find.
Verdict An enterprise-class product that
scales nicely for many different-sized
organizations and comes with a very at-
tractive price tag. This is our Best Buy.

G

NIBIEIDE GREE

T W 0O

385 Moffett Park Drive, Sunnyvale, CA 94089
Phone: +1 (408) 716-4200 - Fax: +1 (408) 716-4201
Email: info@codegreennetworks.com « www.codegreennetworks.com

K =]

Reprints

All-in-one appliance
which includes all the
necessary network
DLP features.

This is our Best Buy.

Nathan Quellette
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